Administrator’'s Guide

iPlanet Directory Server

Versionb5.1

816-2670
December 2001



Copyright © 2001 Sun Microsystems, Inc. Some preexisting portions Copyright © 2001 Netscape Communications Corporation. All
rights reserved.

Sun, Sun Microsystems, the Sun logo, Solaris, SunTone, the SunTone Certified logo, iPlanet, and the iPlanet logo are trademarks or
registered trademarks of Sun Microsystems, Inc. in the United States and other countries. Netscape and the Netscape N logo are
registered trademarks of Netscape Communications Corporation in the U.S. and other countries. Other Netscape logos, product
names, and service names are also trademarks of Netscape Communications Corporation, which may be registered in other
countries.

UNIX is a registered trademark in the United States and other countries, exclusively licensed through X/Open Company, Ltd.

Portions of the Software copyright © 1995 PEER Networks, Inc. All rights reserved. The Software contains the Taligent® Unicode
Collation Classes™ from Taligent, Inc. and IBM Corp. Portions of the Software copyright © 1992-1998 Regents of the University of
Michigan. All rights reserved.

Federal Acquisitions: Commercial Software—Government Users Subject to Standard License Terms and Conditions

The product described in this document is distributed under licenses restricting its use, copying, distribution, and decompilation. No
part of the product or this document may be reproduced in any form by any means without prior written authorization of the
Sun-Netscape Alliance and its licensors, if any.

THIS DOCUMENTATION IS PROVIDED “AS I1S” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE
LEGALLY INVALID.

Copyright © 2001 Sun Microsystems, Inc. Pour certaines parties préexistantes, Copyright © 2001 Netscape Communications Corp.
Tous droits réserveés.

Sun, Sun Microsystems, le logo Sun, Solaris, SunTone, le logo SunTone, iPlanet et le logo iPlanet sont des marques de fabrique ou des
marques déposées de Sun Microsystems, Inc. aux Etats-Unis et d’autre pays. Netscape et the Netscape N logo sont des marques
déposées de Netscape Communications Corporation aux Etats-Unis et d’autre pays. Les autres logos, les noms de produit, et les
noms de service de Netscape sont des marques déposées de Netscape Communications Corporation dans certains autres pays.

UNIX est une marque déposée aux Etats-Unis et dans d'autres pays et licenciée exclusivement par X/Open Company Ltd.

Certains composants du Logiciel sont copyright © 1995 PEER Networks, Inc. Tous droits réservés. Ce Logiciel contient les modules
Taligent® Unicode Collation Classes™ provenant de Taligent, Inc. et IBM Corp. Certains composants du Logiciel sont copyright
© 1992-1998 Regents of the University of Michigan. Tous droits réservés.

Le produit décrit dans ce document est distribué selon des conditions de licence qui en restreignent I'utilisation, la copie, la
distribution et la décompilation. Aucune partie de ce produit ni de ce document ne peut étre reproduite sous quelque forme ou par
guelque moyen que ce soit sans I’autorisation écrite préalable de I’ Alliance Sun-Netscape et, le cas échéant, de ses bailleurs de licence.

CETTE DOCUMENTATION EST FOURNIE “EN L'ETAT”, ET TOUTES CONDITIONS EXPRESSES OU IMPLICITES, TOUTES
REPRESENTATIONS ET TOUTES GARANTIES, Y COMPRIS TOUTE GARANTIE IMPLICITE D'APTITUDE A LA VENTE, OU A
UN BUT PARTICULIER OU DE NON CONTREFAGON SONT EXCLUES, EXCEPTE DANS LA MESURE OU DE TELLES
EXCLUSIONS SERAIENT CONTRAIRES A LA LOI.

Y

SUNTONE

CERTIFIED



Contents

List Of Tables ... 19
ADOUL This GUIE . ..o 21
Prerequisite Reading ... ... ..ot e 21
Conventions Used in ThiS BOOK ... ... e 22
Related Information .. ... ... 23
Chapter 1 Introduction to iPlanet Directory Server .............. it nn.. 25
Overview of Directory Server Management . .. ... ... it 25
Using the Directory Server COoNsole . . ... ... o 26
Starting Directory Server Console . . ... ... 26
Navigating the Directory Server Console . ........ ... i e 28
Tasks Tab ... 28
Configration Tab . . .. ... 29
Directory Tabh ... 30
StAtUS TaD o e 31
Viewing the Current Bind DN Fromthe Console ......... ... ... . . . i, 32
Changing Login [dentity . ......... ... 32
Configuring the Directory Manager . . ...t e 33
Launching the Help System . . ... o 33
The Console Clipboard . .. ... ... e 34
Starting and Stopping the Directory SErver . ... ... .ot 35
Starting/Stopping the Server FromtheConsole . ......... .. ... i i 35
Starting/Stopping the Server From the Command Line ............. ... .. 36
Configuring LDAP Parameters . . .. ...ttt e et 36
Changing Directory Server Port NUmMbers . ........... . e 37
Placing the Entire Directory ServerinRead-Only Mode .. ................................. 38
Tracking Modifications to Directory ENtries . ...t i 38
Starting the Server with SSL Enabled .. ... ... .. 39
Starting the Serverin Referral Mode . ....... ... i 40



4

Using the refer Command .. ... .. 40

Chapter 2 Creating Directory ENtries .. ... ... i e 43
Managing Entries From the Directory Console ............ ... 43
Creating @ ROOL ENrY . ...t e e e e 44
Creating DireCtory ENtries . ... ... e e 45
Creating an Entry Using a Predefined Template . .. ........... ... i .. 45
Creating Other Types Of ENtries . .. ... o e 46
Modifying Directory ENTriesS . ... ... e 47
Displaying the Property EQitor . ... ... ... . 47
Addingan Object Classto an Entry . ... ... . e 48
Removing an ObJect Class . . . . . ..ottt 49
Adding an Attribute to an ENtry . ... . 49
Adding Attribute Values . . .. ... 49
Removing an Attribute Value . . . .. ... 50
Adding an Attribute Subtype . .. ... 50
Deleting DireCtory ENtries . .. ... ...t 52
Managing Entries From the Command Line ........ ... ..t 52
Providing Input From the Command Line ........... ... i 53
Creating a Root Entry From the Command Line ............. . . ... 54
Adding Entries USiNg LDIF .. ... oo 55
Adding and Modifying Entries Using Idapmodify ............. ... ... ... ... . . . . 55
Adding Entries Using Idapmodify . ...... ... . i 56
Modifying Entries Using ldapmodify . ........... i 57
Deleting Entries Using Idapdelete . ............ i 58
Using Special CharaCters . ... ...ttt e e 59
LDIF Update Statements . .. ..ottt e e et e e e 60
Adding an Entry Using LDIF . ... ... 61
Renaming an Entry Using LDIF .. ... .. e 63

A Note on Renaming ENtries ... .. ..t e e 64
Modifying an Entry Using LDIF .. ... . e 64
Adding Attributes to Existing Entries Using LDIF . ... ... ... ... ... .. ... i, 65
Changing an Attribute Value Using LDIF .. ... ... .. i 67
Deleting All Values of an Attribute UsingLDIF . ........ ... ... ... . i . 68
Deleting a Specific Attribute Value Using LDIF ...... ... ... .. .. .. i i 68
Deleting an Entry Using LDIF . .. .. e e e 69
Modifying an Entry in an Internationalized Directory ............ ... oo, 69
Maintaining Referential INtegrity . ......... o 70
How Referential Integrity WOrKs . ... ... e e 70
Using Referential Integrity with Replication .......... ... ... . . i i . 71
Configuring the SUPPLIer SErVer ... ... e 71
Enabling/Disabling Referential Integrity .............. i 71
From the Directory Server Console . ...t e e e 72

iPlanet Directory Server Administrator's Guide  December 2001



Recording Updates inthe Change Log ... ..... ... e 72

From the Directory Server Console . ....... ... 72
Modifying the Update Interval . ......... .. 73
From the Directory Server Console . ....... ... 73
Modifying the Attribute LiSt . ... ... 73
From the Directory Server Console . ....... ... 74
Chapter 3 Configuring Directory Databases . ............ ..., 75
Creating and Maintaining SUFfIXes . . . ... .. 75
Creating SUTTIXES . .. ..o 76
Creating a New Root Suffix Usingthe Console . ........ ... ... .. i i, 78
Creating a New Sub-Suffix Usingthe Console .......... ... ... . i 78
Creating Root and Sub Suffixes From the Command Line .............................. 79
Maintaining SUTTIXES . . . ... o 82
Using Referrals ina SUFfiX . . . ... oo 83
Enabling Referrals Only During Update Operations ................ciiiiiiiinnnenn.. 83
Disabling @ SUFfIX . .. ..o 84
Deleting @ SUFfIX .. ... 84
Creating and Maintaining Databases . . . .. .. ... 85
Creating Databases . ... ... ... 85
Creating a New Database for an Existing Suffix Usingthe Console ...................... 87
Creating a New Database for a Single Suffix From the Command Line ................... 88
Adding Multiple Databases fora Single Suffix ............ .. ... .. . . .. 88
Adding the Custom Distribution Functiontoa Suffix ..................... ... ......... 89
Maintaining Directory Databases ... ... 90
Placing a Database in Read-Only Mode ... e 90
Deleting a Database . ... ..ottt e 91
Creating and Maintaining Database Links . ........... .. i e 92
Configuring the Chaining POliCY . ... .. ... e e e 92
Chaining Component Operations .. ........uiit it e 93
Chaining LDAP Controls . ... ... i e 96
Creatinga New Database Link . ........ .. i e e e 98
Creating a New Database Link UsingtheConsole ............. ... ..., 99
Creating a Database Link Fromthe Command Line ............ ... ... ... ...0oovun.. 100
Chaining UsiNg SSL . . ..t t 108
Maintaining Database Links . ........... . i 109
Updating Remote Server Authentication Information ................................. 109
Deleting Database LinKs .. ... ... i 110
Database Links and Access Control Evaluation .............. ... ... i, 110
Advanced Feature: Tuning Database Link Performance ................ ... ... ... 112
Managing Connections to the Remote Server .......... ... .. i, 112
Detecting Errors During Normal Processing .............oo i 115
Managing Threaded Operations . .............iiiiiiiii e e 116



6

Advanced Feature: Configuring Cascading Chaining . ........... ... . .. i .. 117

Overview of Cascading Chaining . ....... ... . i e 117
Configuring Cascading Chaining Defaults Usingthe Console .......................... 119
Configuring Cascading Chaining Usingthe Console . .......... ... ... ... . ... ... ... 120
Configuring Cascading Chaining From the Command Line ........................... 121
Summary of Cascading Chaining Configuration Attributes .. ........... ... .. ... ....... 124
Cascading Chaining Configuration Example ............ ... . . i 125
ConfigUING SEIVEr ONE ..o e e e e e 126
ConfiguriNg SEIVEN TWO . . ..ottt e e e e e e e e 127
Configuring Server TRree . ... o e 129
USINg Referrals . ... . 130
Setting Default Referrals . . . ... ... 131
Setting a Default Referral Usingthe Console . ......... ... i 131
Setting a Default Referral From the Command Line ............ ... ... ... i, 131
Creating Smart Referrals .. ... 132
Creating Smart Referrals Using the Directory Server Console .......................... 132
Creating Smart Referrals From the Command Line ........... ... ... .. i i, 133
Creating Suffix Referrals . ... 134
Creating Suffix Referrals Usingthe Console ......... ... ... .. .. 134
Creating Suffix Referrals Fromthe Command Line ................ ... ... iiinn.. 135
Chapter 4 Populating Directory Databases . ...........c.iiit .. 137
Enabling and Disabling Read-Only Mode ......... ... e 137
Enabling Read-Only Mode . . .. ... . oo 137
Disabling Read-Only Mode . ... it 138
IMPOrting Data ... ... e 138
Performing an Import Fromthe Console . ... .. i 139
Initializing a Database Fromthe Console .......... ... ... . i 140
Importing Fromthe Command Line . .......... .. i e e 141
Importing Using the Idif2db Command .......... ... ... ... . . i i 142
Importing Using the Idif2db.pl Perl Script . ... 143
Importing Using the Idif2ldap Command ............ ... ... ... i 144
EXPOrting Data .. ... e e 145
Exporting Directory Datato LDIF Usingthe Console .............. ... .. ... ... i, 146
Exporting a Single Database to LDIF UsingtheConsole ............. ... ... ciiiiii... 147
Exporting to LDIF From the Command Line .............. . i 148
Backing Up and Restoring Data . ..........iuiuii e e 149
Backing Up All Databases . ...ttt e 149
Backing Up All Databases From the Server Console ............... .. ... .o, 150
Backing Up All Databases Fromthe Command Line ............... .. ... ... .....ou.. 150
Backing Up aSingle Database . ..........ouuiii e 151
Backing Up the dse.ldif ConfigurationFile ....... ... ... ... ... . . . . i 151
Restoring All Databases . ...... ... 152

iPlanet Directory Server Administrator's Guide  December 2001



Restoring All Databases fromthe Console ......... ... ... . i i 152

Restoring Your Database From the Command Line ......... ... ... ... . . ... 152
Restoring aSingle Database . . .. ... 154
Restoring Databases that Include Replicated Entries . ........... ... .. i .. 155

Restoring a Supplier Replica . .. ... o 155

Restoring a Consumer Replica . .. .. ... 155
Restoring the dse.ldif Configuration File .. ....... ... ... . . . i 156

Chapter 5 Advanced Entry Management . . ... ...t 157
MaNAGING GFOUPS . . . oottt ettt e e e e e e e e e e e 157

Adding a New StatiC GrOUP . . ... oottt e e e e e e 158

Adding a New DYNamic GrOUP . . . ..ottt et ettt 159

Modifying a Group Definition . ... . 159

Removing a Group Definition . ....... ... i 160

ASSIgNING ROIES . . .o 160
ADOUL ROIES . 160
Role LIMItations . . ... ... 161
Managing Roles Using the Console . ........ ... . i e 162

Creatinga Managed Role . ... ... . 162

Creating a Filtered Role . . . ... .o 163

Creatinga Nested ROIe . ... .. . 164

Viewing and Editing an Entry’sRoles ............. i 164

Modifying a Role ENtry ... ... ..o 165

Making a Role INaCtive ... ... ... 165

Reactivating @ Role . . . ... o i 166

Deleting @a Role . ... 166
Managing Roles Usingthe Command Line . . ...ttt 167

Example of a Managed Role Definition ........... ... .. . . i i 167

Example of a Filtered Role Definition ........... ... ... . . . . 168

Example of a Nested Role Definition ........... ... ... . . i, 168
Using Roles SecUrely . ... o 169

Defining Class of Service (COS) ... oottt e e 170
ADOUL COS . . 171

The CoS Definition and Template ENtries ..............coo i 172

Pointer CoS EXampPle .. ... 173

INdirect COS EXamMPIe ... o 173

Classic COS EXampPle ... o 174
COS LIMItatioNS . ... ot 175
Managing CoS Using the CoNSOle . ... ... i e 176

Creating aNeW COS . ... i 177

Editing an EXisting CoOS .. ... it e 179

Deleting @ COS . ..ot 179
Managing CoS Fromthe Command Line ............. .. i 179



8

Creating the CoS Definition Entry From the Command Line ........................... 180

Creating the CoS Template Entry From the Command Line ............................ 183
Example of a Pointer COS ... ... o 184
Example of an Indirect CoS . . . .. ... 184
Example of @ ClassiC COS ... ... i 185
Creating Role-Based ALtributes .. ... ... e 186
MaKing COS SECUIE . . ..o et e e e e e e e e e 188
Protecting the CoS Definition Entry . ... ... e 188
Protecting the CoS Template ENtries . ... ... ..ot i e 188
Protecting the Target Entriesof aCoS . .. ... ... e 189
Protecting Other DependencCies . .. ... ...ttt e 189
Chapter 6 Managing Access CoNntrol .. ... .. e e 191
AcCess Control PrinCiples . ... ... o 192
ACT SHTUCTUIE . oo e e e 192
ACT PlaCcemMEeNt . .. 193
ACTEVAIUALION . ... 193
ACT LIMItationS . . ..o 194
DefaUlt ACIS . 195
Creating ACIs Manually ... ... 195
The ACT SYNEAX . ..ot e e 196
EXample ACH ... 197
DefiNiNG TargetS ... ottt e 197
Targeting a Directory ENtry ... ... . 198
Targeting AttriDULES . . .. ..ot 200
Targeting Both an Entry and Attributes . .......... ... i . 200
Targeting Entries or Attributes Using LDAP Filters .. ........... .. 201
Targeting Attribute Values Using LDAP Filters ....... ... ... i 202
Targeting a Single Directory ENtry ... i e e 203
Defining Permissions ... ... o 204
AllOWING OF DENYING ACCESS . .\ttt ittt et e e e e e e e 204
AsSigNINg RIGNTS . . ... o 204
Rights Required for LDAP Operations .. ...ttt 205
PermISSIONS SYNTaX .. ...ttt e 207

BiNA RUIES .. 207
Bind RUIE SYNtaX . ... 208
Defining User Access - userdn Keyword . ... ... ...ttt e 209
Anonymous Access (anyone Keyword) . ........o i 210
General Access (all KEyword) ... .. 210

Self Access (Self Keyword) ... ... o 210
Parent Access (parent Keyword) . ...t 210
LDAP URLS . . 211
WILCAIAS . . .o 211

iPlanet Directory Server Administrator's Guide  December 2001



EXAMDIES . . 211

Defining Group Access - groupdn Keyword . ......... .. i 213
EXAMDIES . 214
Defining Role Access - roledn Keyword . ... ... 214
Defining Access Based on Value Matching . ........... s 215
Using the userattr KEyword . . ... ... 215
Using the userattr Keyword With Inheritance ... ............ ... .. it 218
Granting Add Permission Using the userattr Keyword .. ............ ... .. ... ... ..... 219
Defining Access From a Specific IP Address . . ... e 220
Defining Access from a Specific DOmain . ... i 221
Defining Access at a Specific Time of Day or Day of Week ............ ... ... .. ... ...... 222
EXAMDIES . . 222
Defining Access Based on Authentication Method .......... ... . ... ... . ... . . 223
EXAMDIES . 224
Using Boolean BiNd RUIES .. ... .. 224
Creating ACIS From the CoNnsole ... ... .. e 225
Displaying the Access Control EAitor . ......... ... e 226
VIeWIiNg CUIrent ACIS . ... e e e e e e 228
Creating a New ACT . ... oo 228
Editing an ACT . ..o 230
Deleting @an ACT ... oo 230
Access Control Usage EXamPIes . . ... oot e 231
Granting ANONYMOUS ACCESS . . ..ttt ettt e e e ettt et e e e e e 232
Granting Write Accessto Personal ENtries . ... 234
Restricting Access 1o Key ROIES . ... . i 237
Granting a Group Full Accesstoa Suffix ........... .. i 239
Granting Rights to Add and Delete Group Entries .. ........... ... ... . ... 240
Granting Conditional AccesstoaGroup orRole ......... ... i, 242

D BNY NG ACCESS . . v vttt ettt e e 244
Settinga Target Using Filtering ... i i e e 247
Allowing Users to Add or Remove Themselves FromaGroup ................oovvun.n. 247
Defining Permissions for DNs That ContainaComma . ..............c.coviiiiiiiieennn.n. 248
Proxy Authorization ACIExample .. ... e 249
Viewing the ACIs for an ENtry . ... ... e e e e 250
Advanced Access Control: Using Macro ACIS .. ..ot e e 251
Macro ACT EXamPIe ... o 251
MACIO ACT SYNTAX . .ottt e 253
Macro Matching for ($dn) . ... 254
Macro Matching for [$dn] . ... 255
Macro Matching for ($attr.attrName) . ... e 256
Access Control and Replication ... ... i 257
Logging Access Control Information . ........... i i 257
Compatibility with Earlier Releases . ... ...t e e 258



10

Chapter 7 User Account Management . .......... ...t 259

Managing the Password POLICY . .. .. ... ... 259
Configuring the Password Policy .. ......... .. 260
Configuring the Password Policy Usingthe Console . .......... ... ... .. ... . ... 260
Configuring the Password Policy Using the Command-Line ........................... 261
Setting USer PassWOordS ... ... e e 265
Configuring the Account Lockout Policy .......... . 266
Configuring the Account Lockout Policy Usingthe Console . .......................... 266
Configuring the Account Lockout Policy Using the Command Line .................... 267
Managing the Password Policy in a Replicated Environment .............. ... .. ... ....... 268
Inactivating Users and ROIES . . .. ... oo 269
Inactivating User and Roles Usingthe Console .......... .. ... . i, 270
Inactivating User and Roles Using the Command Line .......... ... ... ... .. ... .. ...... 270
Activating User and Roles Usingthe Console .......... ... . . i 271
Activating User and Roles Using the Command Line ............ ... .. ... ... 272
Setting Resource Limits Based onthe BINnd DN .. ... ... .. . i 273
Setting Resource Limits Usingthe Console . ........... . . i et 273
Setting Resource Limits Usingthe Command Line .......... .. ... . i, 274
Chapter 8 Managing Replication .......... .. . . 27
ReplicatioN OVEIVIEW . . ..o e 276
L o o 276
SUPPHIErZCONSUMEE . ot e e e e e e e e e e 277
ChanNge LOg . . oot 277
Unit of Replication ... ... 278
Replication Identity . . ... ... 278
Replication AgreemeNnt . ... ... e 279
Compatibility with Earlier Versions of Directory Server ............. . ... ... 280
Replication SCENANIOS . . ... . 280
Single-Master Replication . . ... .. 281
Multi-Master Replication . ........ .. 283
Cascading Replication . .. .. ... . 286
Summary of Steps for Complex Replication Configurations ............... ... ... .. ... ...... 289
Detailed Replication Tasks . ... ... .. e 291
Creating the Supplier Bind DN ENtry .. ... ... et 291
Configuring Supplier Settings . . ... ..ot 291
Configuring a Supplier Replica . . . ... ... 292
Configuring a Consumer Replica .. ...... ... e 293
Configuringa Hub Replica . ... ... . 295
Creating a Replication Agreement .. ... ... . 296
Configuring Single-Master Replication .. ............ .. . 297
Configuring the Consumer Server and Replica .............. ... 298
Configuring the Supplier Serverand Replica .......... .. ... i 300

iPlanet Directory Server Administrator's Guide « December 2001



Initializing Replicas in Single-Master Replication ........... ... ... .. .. . ... . .. 302

Configuring Multi-Master Replication . .......... ... i 302
Configuring the Consumer Serversand Replicas . . ... 302
Configuring the Supplier Serversand Replicas ........ ... ... . i 305
Initializing Replicas in Multi-Master Replication ............ ... .. i i 308

Configuring Cascading Replication . ....... ... i 308
Configuring the Consumer Server and Replica ........ ... ... 309
Configuring the Hub Supplierand Replica .. ... o i 311
Configuring the Supplier Serverand Replica ............ ... i 313
Configuring Replication AQreements . .. .. ... ot e 315
Initializing Replicas in Cascading Replication ............ .. ... i, 316

Deleting the Change LOg . . .. ..ottt e e e e e e e e e e 316
Removing the Change Log . . ... ... 316
Moving the Change Logtoa New Location . .......... ...t 317

INItIAliZING CONSUMIEES . . . . e e e e e e e e e e 317
When to Initialize @ CONSUMIET . .. ... o e e e 317
Online Consumer Initialization Usingthe Console . .......... ... ... . i i ... 318

Performing Online Consumer Initialization .......... ... .. .. .. .. i i, 318
Manual Consumer Initialization Using the Command Line............................... 319
Manual Consumer Initialization OVerview .............. .. it 319
Exportinga Replicato LDIF . .. ... o o 320
Importing the LDIF File to the CONSUMEr SErver ......... ..., 320

Keeping RePliCas iN SYNC . . ... e e 321
Replication Retry Algorithm .. ... .. 321
Forcing Replication Updates fromthe Console ......... ... ... .. 321
Forcing Replication Updates from the Command Line .............. ... ... ... . oot 322

ReplicatioN OVEr SSL . ... o 324
Configuring Replication Over SSL Using the Replication Wizard ......................... 325
Configuring Replication Over SSL Usingthe Console ............. ... ... .. i, 326

Replication with Earlier Releases . ............ i e e e 326
Configuring Directory Server 5.1 as a Consumer of a Legacy Directory Server .............. 327

Using the Retro Change Log Plug-In . .. ... o e e 328
Enabling the Retro Change Log Plug-In .. ... ... e e 329
Trimming the Retro Change Log . ...ttt e e e 330
Searching and Modifyingthe RetroChange Log ....... ... .. i i 331
Retro Change Log and the Access Control Policy ............. .. i 331

Monitoring Replication Status . ... ... .. i e 331

Solving Common Replication Conflicts . . ... ... .. 333
Solving Naming Conflicts ........ ... 333

Renaming an Entry with a Multi-Valued Naming Attribute ........................... 334
Renaming an Entry with a Single-Valued Naming Attribute ........................... 334
Solving Orphan Entry Conflicts . ... ... 335
Solving Potential Interoperability Problems . ...... .. ... .. 336

11



Chapter 9 Extending the Directory Schema . ....... ... .. . . . . . . i, 339

Overview of Extending Schema .. ... ... ... e 339
Managing AttriDULES . . ... 340
VIeWING AL DULES . o 340
Creating AttribULeS . . ... 342
Editing AttribULES . . .. 343
Deleting AttribULES . . ... o 343
Managing ObJect CIasSes . . . .. ...ttt e e e e e e e 344
Viewing OBJect CIasSes . . . . ..ottt e e e e e 344
Creating ObJect Classes . .. ...ttt e e 345
Editing ODjJect Classes . . . ..ottt e 346
Deleting ObjJect Classes . . . .. ot e e e 347
Turning Schema Checking Onand Off .. ... ... . e e 348
Chapter 10 Managing INndexXes . ... ... ... e 349
ADOUL INAEXES . oot 349
ADOUL INAEX TY RS oottt e e e e 350
About Default, System, and Standard Indexes .. ... 351
Overview of Default INAEXES . .. ... ot e 351
Overview of System INAeXeS .. ... oo 352
Overview of Standard INdexes . . ... 353
Overview of the Searching Algorithm . ... ... . . e 354
Balancing the Benefitsof Indexing . ......... .. i 356
Creating INAEXES . ..ottt e 358
Creating Indexes From the Server Console . ........... . i 359
Creating Indexes Fromthe Command Line ........... ... i, 360
Adding an IndexX Entry .. ... o 360
Running the db2index.pl SCript . .. ... . 363
Creating Browsing Indexes From the Server Console . ............ .. . ... 364
Creating Browsing Indexes from the Command Line .......... ... ... ... ... . ... 364
Adding a Browsing Index Entry ... ... ... 364
Running the vivindex Command . ........... . 367
Deleting INAeXeS . . ..o 367
Deleting Indexes From the Server Console . .......... . 368
Deleting Indexes From the Command Line . ......... .. e 369
Deleting an IndeX ENtry ... ... 369
Regenerating the Remaining Indexes . ...... ... ... i e 370
Deleting Browsing Indexes From the Server Console . ........ ... ... ... . . i ... 370
Deleting Browsing Indexes From the Command Line . ........... ... .. ... ... . ... 371
Deleting a Browsing INdeX ENtry ... ... .. e 371
Regenerating the Remaining INdexes . ...... ... ... e 372
Managing INOeXes . . . ... i 373
Benefits of the All IDs Mechanism . ... . 373

12  iPlanet Directory Server Administrator's Guide  December 2001



Drawbacks of the All IDs Mechanism . ........ ... . . e 374

When All IDs Threshold is TOO LOW . . ... ..ot e 374
When All IDs Threshold is Too High ... ... e 375

All IDs Threshold Tuning Advice for Single- Enterprise Directories ....................... 375
All IDs Threshold Tuning Advice for Service Providers and Extranets ..................... 376
Default All IDs Threshold Value .. ... e 377
Symptoms of an Inappropriate All IDs Threshold Value ........... ... ... . ... ... ... ... 377
Changing the All IDs Threshold Value . ...... ... .. . e 378
Attribute Name Quick Reference Table . ........ ... . i 379
Chapter 11 Managing SSL ... ... . 381
Introduction to SSL in the DIrectory SErVer . ... ... ..o e 381
Enabling SSL: Summary of StepS . . ..ot 382
Obtaining and Installing Server Certificates . . ............ i e 383
Step 1: Generate a Certificate REQUESE . ... .. ... i 383
Step 2: Send the Certificate Request .. ... 384
Step 3:Install the Certificate . .. ... .. 385
Step 4: Trust the Certificate AUthOrity . ....... .. e 386
Step 5: Confirm That Your New Certificates AreInstalled .. ........ ... ... ... . ... .. .... 387
ACTIVALING SSL . . .o 388
Setting Security PreferenCes ... ... .. i 389
Using Certificate-Based Authentication .............. ... 391
Setting up Certificate-Based Authentication . ...............c. ittt 391
Allowing/Requiring Client Authentication ............ .. ... . i 392
Configuring LDAP Clients to USe SSL ... .ottt e 392
Chapter 12 Monitoring Server and Database Activity ............ .. ... . i, 397
Viewing and Configuring Log Files . . .. ... . 397
Defining a Log File Rotation Policy ......... ... . e 398
Defining a Log File Deletion Policy ........ ... . i e 398
ACCESS LOg ittt 399
Viewing the AcCeSS LOQ . ...t 399
Configuring the ACCESS LOQ . . . .o i it e e e e 400

ErTOr LOg . oot 400
Viewing the Error LOg . ... ..o 401
Configuring the Error LOQ .. ..ot e e 401
AUAIT LOg . ..o 402
Viewing the Audit LOg ... ... oo 402
Configuringthe AUt LOg . . .. ... it e 403
Manual Log File Rotation ... ... ... 404
Monitoring Server ACtIVILY . ... ... 404
Monitoring Your Server From the Directory Server Console . .......... ... .. ... ... ciiu... 404

13



14

Viewing the Server Performance Monitor ............. . . . i 404

Overview of Server Performance Monitor Information .............. ... ... .. ... ...... 405
General Information (SErVer) . ... ... 405
RESOUICE SUMMIAIY ... e 406
CUITENt RESOUICE USAQE . ... ittt ittt e et et e e e e s 407
COoNNECLION STALUS . . . .ot 407
Global Database Cache Information .............. . . i 408
Monitoring Your Server From the Command Line .............. ... i 409
Monitoring Database ACtIVILY . . .. ... . 411
Monitoring Database Activity From the Server Console . .. ... ... .. ... . o it 411
Viewing Database Performance MoONitors .............. . e 411
Overview of Database Performance Monitor Information ............................. 411
General Information (Database) . . ... 412
Summary Information Table . ... ... 412
Database Cache Information Table ............ .. i e 413
Database File-Specific Table ........ ... 414
Monitoring Databases From the Command Line ......... ... . i, 414
Monitoring Database Link ACtIVILY .. ...... ... 416
Chapter 13 Monitoring Directory Server Using SNMP . ... ... ... . ... ... 419
ADOUL SN P 419
SNIMP OVEIVIBW . . oottt et e e e e e e e e e e e e e e e 420
NMS-Initiated COMMUNICALION . .. ... oo e et 421
Managed Device-Initiated Communication . ............... ittt 421
Overview of the Directory Server Management InformationBase ......................c.o.... 422
About the Operations Table ... .. ... 422
The Entries Table ... ... 424
Setting Up SNIMIP .o 425
Setting Up SNMP on Windows NT ... e e e 425
Setting Up SNIMP on UNIX ... o e e 425
Configuring the ADXSNIMP DaemoON . .. ..ottt e 426
Starting and Stopping the SNMP Subagenton UNIX . ... ... ... ... .. i, 426
Starting and Stopping the SNMP Serviceon Windows NT . ........... ... ... . i, 427
Configuring SNMP for the Directory Server .. ...t e e 428
Chapter 14 Tuning Directory Server Performance ............. .. ..., 429
Tuning Server PEerformance . . . ... ... 429
Tuning Database Performance . .......... ... i 430
Optimizing Search Performance ... ... ... .. i 431
Tuning Transaction LOgQiNg . . ... ...ttt e e 433
Changing the Location of the Database Transaction Log ............... ... i, 434
Changing the Database Checkpoint Interval .. ....... ... ... .. . . . . i, 434

iPlanet Directory Server Administrator's Guide « December 2001



Disabling Durable Transactions . ... ... ... ...ttt e 435

Specifying Transaction BatChing . ... ... i 436
Miscellaneous TUNING TIPS .. ..ottt et e e e e e e e e e e e e 436
Creating Entries Under cn=config . .......... ... 437
Chapter 15 Administering Directory Server Plug-Ins .. ........ ... ... . ... . ... 439
Server Plug-in Functionality Reference . .......... . i 439
T-bit Check Plug-In . ... 440

ACL PIUG-IN 441

ACL Preoperation Plug-In .. ... 441
Binary Syntax Plug-In ... ... 442
Boolean Syntax Plug-1n .. ... 442

Case Exact String Syntax Plug-In . .. ... .. 443

Case Ignore String Syntax Plug-In ... .. ... 443
Chaining Database Plug-In . . ... . 444
Class of Service PIug-In .. ... o 444
Country String Syntax Plug-In . .. ... 445
Distinguished Name Syntax Plug-In . ......... ... e 445
Generalized Time Syntax Plug-In .. ... ... 446
Integer Syntax PIUg-1n . .. .o 447
Internationalization Plug-In . ... ... . 447

Idbm Database Plug-In .. ... ... 448
Legacy Replication PIug-In .. ... .. 448
Multimaster Replication Plug-In ... ... 449

Octet String Syntax PIUg-in . . ..o 449
CLEAR Password Storage Plug-In . ... ... 450
CRYPT Password Storage PIug-In .. ... 450
NS-MTA-MD5 Password Storage Plug-In ............. .. . i 451

SHA Password Storage Plug-In . ... ... . 452
SSHA Password Storage PIug-in ... ... . 452
Postal Address String Syntax Plug-In . ... ... . i 453

P A PIUG-IN L 453
Referential Integrity Postoperation Plug-In ........... ... .. ... . . i, 454
Retro Change Log PlUug-In ... o e e 455
ROIES PIUG-IN o 455
Telephone Syntax Plug-1In ... ... 456

UID Uniqueness PIUug-in . ... .. e e 457

URI PIUG-IN o 459
Enabling and Disabling Plug-Ins From the ServerConsole .............. ... iiiiiiina.. 459
Chapter 16 Using the Pass-Through Authentication Plug-In ........................ 461
How Directory Server 5.1 UsSes PT A . ... e 461

15



16

PTA PIUG-IN SYNtax ... .. e 463

Configuring the PTA PIUug-IN . ... o 465
Turning the Plug-in On or Off . .. .. e 466
Configuring the Servers to Use a Secure Connection . ..., 467
Specifying the Authenticating Directory SErver . ........... it 468
Specifying the Pass-Through Subtree . ... e 469
Configuring the Optional Parameters . ............ ot i 469

PTA Plug-In Syntax EXamples ... ... e 471

Chapter 17 Using the Attribute Uniqueness Plug-In .. ......... ... ... .. .. ... . ..... 475

Overview of the Attribute UniquenessPlug-In ... e 475

Overview of the UID Uniqueness PIug-in ........... . e 477

Attribute Uniqueness Plug-In SYNtaxX .. ..........i e 477

Creating an Instance of the Attribute UniquenessPlug-In.......... ... ... ... . .. .. ... 480

Configuring Attribute Uniqueness PIug-INs . . ... ... 481
Viewing Plug-In Configuration Information .. ......... ... ... i 481
Configuring Attribute Uniqueness Plug-Ins From the Directory Server Console .. ........... 481
Configuring Attribute Uniqueness Plug-Ins from the Command Line ..................... 482

Turning the Plug-in On or Off . ... ... e e 482
Specifying a Suffix or Subtree . .. ... e 483
Using the markerObjectClass and requiredObjectClass Keywords ...................... 484

Attribute Uniqueness Plug-In Syntax ExXamples . ...........oo e 485

Replication and the Attribute Uniqueness Plug-In ........ ... .. i 487
Simple Replication SCENAIIO . . . .. .. ottt e 487
Multi-Master Replication SCENArio ... ... ...ttt i 487

Appendix A LDAP Data Interchange Format . ............ . ... 489

LDIF FIle FOrMAL . . .o e e e e e e e e 489
Continuing Lines iN LDIF . . ... .o 491
Representing Binary Data . . ... ...t 491

Using Standard LDIF Notation . ...... ... .. e 492
Using Idapmodify -b ... .. 492
Using Base 64 ENCOAING ... ...t 492

Specifying Directory Entries Using LDIF ... .. ... . 493
Specifying Organization ENtries . .. ... ... .. ot e 494
Specifying Organizational Unit Entries .. ......... .. ... e 495
Specifying Organizational Person Entries .............. . i 496

Defining Directories Using LDIF . ... ... . 498

LDIF File EXamIPle ... 499

Storing Information in Multiple Languages ... ... 501

iPlanet Directory Server Administrator's Guide « December 2001



Appendix B Finding Directory Entries . ... ... 503

Finding Entries Using the Server Console ........ ... .. e e 503
USING 1dapsearch . . ..o o e 504
Using Special CharaCters . .. ...... ... e 505
Idapsearch Command-Line Format . ......... ... e 505
Commonly Used Idapsearch options . ...... ... ... 506
Idapsearch EXamPles . . . ... oo 508
Returning Al ENLFIEs . . ... e 508
Specifying Search Filtersonthe Command Line . ............. ... ... ... 508
Searching the ROOt DSE ENtry .. ... ... e e e e 508
Searching the Schema ENtry .. ... ... . e 509
USiNg LDAP_BASEDN .. ..t 509
Displaying Subsets of Attributes . .......... . e 509
Specifying Search Filters Using aFile . ... ... ... e 510
Specifying DNs that Contain Commas in Search Filters ................ ... .. ... .. ..... 510
Using Client Authentication When Searching . ... i 510
LDAP Search Filters . ... ... 511
Search Filter SYNtax . ... ... o e e 511
Using Attributes in Search Filters . ... . e e 512
Using Operators in Search Filters . ... .. e e 512
Using Compound Search Filters . ........ . e 514
Search Filter EXamples ... ... o 514
Searching an Internationalized DIreCtory . ........ ...ttt e i 515
Matching Rule FIlter Syntax . ... ...t e e 516
Matching RUIE FOrMALS ... ... e e e e e 516
Using Wildcards in Matching Rule Filters ....... ... ... . i i 518
SUPPOItEd SEArCh TYPES . . oottt et e e e 519
International Search Examples . ... ... .. i e 520
Less Than Example .. ... 520

Less Thanor Equal to EXample . ... e e e 520
Equality EXample .. ... 521
Greater Thanor Equal to Example . ... .. e 521
Greater Than EXample . .. ... 521
SUbStIING EXample .. ... e 521
Appendix C LDAP URLS ... .. 523
Components of an LDAP URL .. ... o 523
Escaping Unsafe CharaCters . ....... ... i e 525
Examples Of LDAP URLS . . ... o e e 526
Appendix D Internationalization . ........... ... e 529
ADOUL LOCAlIES .. 529
Identifying Supported LOCales . ...... ... it 531

17



18

iPlanet Directory Server Administrator's Guide « December 2001



Table 2-1
Table 3-1
Table 3-2
Table 3-3
Table 3-4
Table 3-5
Table 3-6
Table 3-7
Table 4-1
Table 4-2
Table 4-3
Table 4-4
Table 4-5
Table 5-1
Table 5-2
Table 6-1
Table 6-2
Table 6-3
Table 7-1
Table 7-2
Table 7-3
Table 7-4
Table 8-1
Table 8-2
Table 8-3
Table 9-1
Table 9-2

List of Tables

Entry Templates and Corresponding Object Classes .. ................. ... 45
SUFfiX ATErIDULES ... o 81
Components Allowed to Chain . .. ... 93
LDAP Controls and Their OIDS . ... ... e 98
Database Link Configuration Attributes .......... ... ... ... .. ... 105
Database Link Connection Management Attributes ........................... 114
Database Link Processing Error Detection Parameters ......................... 116
Cascading Chaining Configuration Attributes . ................. ... .......... 124
Comparison of Importing Data Versus Initializing the Database ................ 139
Description of Idif2db Options Used inthe Examples ......................... 143
Description of Idif2db.pl Options Used inthe Examples ....................... 144
Description of db2ldif Options Used inthe Example .......................... 148
Description of bak2db.pl Options Used inthe Examples ....................... 154
CoS DefinitioN ENrieS .. ... e 180
CoS Definition Entry Attributes . .......... . . . 181
LDIF Target KEYWOrds . ... .ot 198
LDIF Bind Rule KEyWoOrds . ... ..o e e e e 209
Macros in ACHKEYWOIdS . . . ... e e e e 254
Password Policy Attributes . ......... ... 262
Account Lockout Policy Attributes .......... ... ... ... 267
Description of ns-inactivate.pl Options Used inthe Example ................... 271
Description of ns-activate.pl Options Used inthe Example ..................... 272
Replicate_ Now Variables . ....... ... .. i e 324
Attributes of a Retro Change LOgENtry . ....... .. ... .. 329
Directory Server Console-Status Tab ........... ... it 332
Columns of Tables in the Attributes Tab . ............ .. . it 340
Attribute Syntax Definitions .. .......... .. . 341

19



20

Table 9-3

Table 10-1
Table 10-2
Table 10-3
Table 10-4
Table 10-5
Table 10-6
Table 12-1
Table 12-2
Table 12-3
Table 12-4
Table 12-5
Table 12-6
Table 12-7
Table 12-8
Table 13-1
Table 13-2
Table 16-1
Table 17-1
Table A-1
Table A-2
Table A-3
Table A-4
Table B-1

Table B-2

Table B-3

Table C-1
Table D-1
Table D-2

Fields of the Object Classes Tab . ........ .. i e 345

Default INAEXES ... o 352
SY S M INAEXES . . .ottt 353
Approximate Searching With PhoneticCodes . ............ ... ... ... ..o ... 355
Description of db2index.pl Options Used inthe Examples ..................... 363
Description of vlvindex Options Used inthe Examples ........................ 367
Primary Attribute Name and Their Alias ............ ... . .. 379
Server Performance Monitoring - Resource Summary Table .................... 406
Server Performance Monitoring - Current Resource Usage Table . ............... 407
Server Performance Monitoring - Connection Status Table ..................... 408
Server Performance Monitoring - Global Database Cache Table ................. 408
Database Performance Monitoring - Summary Information .................... 412
Database Performance Monitoring - Database Cache Information ............... 413
Database Performance Monitoring - Database File-Specifictable ................ 414
Database Link Monitoring Attributes ............. ... .. i 417
Operations Table Managed Objects and Descriptions . . ........................ 423
Entries Table Managed Objects and Descriptions ..................ccovuvunnn. 424
PTA Plug-In Parameters . . ...t e e e e 464
Attribute Uniqueness Plug-In Variables .......... ... .. ... ... . .. . .. 479
LDIF FIeldsS . .o 490
LDIF Elements in Organization Entries .......... ... ... i, 495
LDIF Elements in Organizational UnitEntries . ............ ... ... .. ... ..., 496
LDIF Elements in Person ENtries ............. it 497
Search Filter Operators . .. ...t e e 512
Search Filter Boolean Operators . ....... ...t 514
Search Types, Operators, and Suffixes . .......... ... ... i .. 519
LDAP URL COmMPONENTS .. v ittt it e it 524
Supported LOCaleS . . . ..o 531
Supported Language SUBLYPES . ...t 533

iPlanet Directory Server Administrator's Guide « December 2001



About This Guide

iPlanet Directory Server 5.1 is a powerful and scalable distributed directory server
based on the industry-standard Lightweight Directory Access Protocol (LDAP).
iPlanet Directory Server is the cornerstone for building a centralized and
distributed data repository that can be used in your intranet, over your extranet
with your trading partners, or over the public Internet to reach your customers.

This Administrator’s Guide describes all of the administration tasks you need to
perform to maintain a directory service based on the iPlanet Directory Server.

For the latest information about new features and enhancements in this release of
iPlanet Directory Server, please see the online release notes at:

http://docs.ipl anet. conf docs/ manual s/ directory. ht m

Prerequisite Reading

This manual describes how to administer the directory server and its contents.
However, this manual does not describe many of the basic directory and
architectural concepts that you need to successfully deploy, install, and administer
your directory service. You should be familiar with those concepts, which are
covered in the iPlanet Directory Server Deployment Guide.

When you are familiar with directory server concepts and have done some
preliminary planning for your directory service, you can install the iPlanet
Directory Server. The instructions for installing the various Directory Server
components are contained in the iPlanet Directory Server Installation Guide.

Also, Managing Servers with iPlanet Console contains general background
information on how to use iPlanet servers. You should read and understand the
concepts in that book before you attempt to administer iPlanet Directory Server.
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Conventions Used in This Book

Conventions Used in This Book

This section explains the typographic conventions used in this book.

Monospaced font - This typeface is used for literal text, such as the names of
attributes and object classes when they appear in text. It is also used for URLSs,
filenames and examples.

sfgsd

Italic font - This typeface is used for emphasis, for new terms, and for text that you
must substitute for actual values, such as placeholders in path names.

The greater than symbol (>) is used as a separator for successive menu selections.
For example, Object > New > User means that you should pull down the Object
menu, drag the mouse down to highlight New, and drag the mouse across to the
New submenu in which you must select User.

NOTE Notes, Cautions and Tips highlight important conditions or
limitations. Be sure to read this information before continuing.

This book uses the following format for paths and file names:
installDir/ sl apd- serverID/ . . .

The actual path and server identifier will depend on your platform, your
installation, and your configuration. The default path is platform-dependent:

Solaris 9 platform / var/ ds5/ sl apd- serveriD/ . . .
Other UNIX platforms /[ usr/i pl anet/ server s/ sl apd- serverlD/ . . .
Windows platform C.\i Pl anet\ Server s\ sl apd- serverID\ . . .

If you have installed the Directory Server in a different location, you should adapt
the path accordingly. serverID represents the server identifier you gave the server
when you installed it. For example, if you gave the name phonebook to your
directory server, then the actual path would be:

Solaris 9 platform / var/ ds5/ sl apd- phonebook/ . ..
Other UNIX platforms /[ usr/i pl anet/ servers/ sl apd- phonebook/ . ..
Windows platform C:\i Pl anet\ Ser ver s\ sl apd- phonebook\. ..

Most paths and commands specified in this manual are in UNIX format. If you are
using a Windows-based version of Directory Server, use equivalent paths and
commands. All commands on Windows platforms have the same name with the

. exe Or . bat extension.
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Related Information

Related Information

The document set for iPlanet Directory Server also contains the following guides:

iPlanet Directory Server Installation Guide. Procedures for installing your
Directory Server as well as procedures for migrating your Netscape Directory
Server to iPlanet Directory Server.

iPlanet Directory Server Deployment Guide. Provides an overview for planning
your deployment of the Directory Server. Includes deployment examples.

iPlanet Directory Server Configuration, Command, and File Reference. Provides
reference information on the command-line scripts, configuration attributes, and
log files shipped with Directory Server.

iPlanet Directory Server Schema Reference. Information about the LDAP schema
shipped with Directory Server and useful for client applications.

Other useful iPlanet information can be found at the following Internet locations:

= iPlanet product documentation online:
http://docs.ipl anet. conf docs/ manual s/

= iPlanet product status:
http://wwv i pl anet. conl support/technical _resources/

= iPlanet Professional Services information;
http://ww. i pl anet. coni servi ces/ prof essi onal _services_3_3. htni

= Sun Enterprise Services for Solaris patches and support:
http://ww. sun. com servi ce/

= iPlanet developer information:
http://devel oper.ipl anet.com

= iPlanet learning solutions:
http://ww i pl anet. conm | earni ng/ i ndex. ht m

= iPlanet product data sheets:
http://ww i pl anet. com product s/index. ht m
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Chapter

1

Introduction to iPlanet Directory
Server

The iPlanet Directory Server product includes a Directory Server, an

administration server to manage multiple directories, and iPlanet Console to
manage both servers through a graphical interface. This chapter provides overview
information about the Directory Server, and the most basic tasks you need to start
administering a directory service using the console.

It includes the following sections:

Overview of Directory Server Management
Using the Directory Server Console
Starting and Stopping the Directory Server
Configuring LDAP Parameters

Starting the Server with SSL Enabled

Starting the Server in Referral Mode

Overview of Directory Server Management

iPlanet Directory Server is a robust, scalable server designed to manage an
enterprise-wide directory of users and resources. It is based on an open-systems
server protocol called the Lightweight Directory Access Protocol (LDAP). The
Directory Server runs as the ns- sl apd process or service on your machine. The
server manages the directory databases and responds to client requests.

25



Using the Directory Server Console

You perform most Directory Server administrative tasks through the
Administration Server, a second server that iPlanet provides to help you manage
Directory Server (and all other iPlanet servers). iPlanet Console is the graphical
interface to the Administration Server. Directory Server Console is a part of iPlanet
Console designed specifically for use with iPlanet Directory Server.

You can perform most Directory Server administrative tasks from the Directory
Server Console. You can also perform administrative tasks manually by editing the
configuration files or by using command-line utilities. For more information about
the iPlanet Console see Managing Servers with iPlanet Console.

Using the Directory Server Console

The Directory Server Console is an interface that you access as a separate window
of the iPlanet Console. You start the Directory Server Console from iPlanet
Console, as described in the following procedure.

Starting Directory Server Console

1.

Solaris 9 platform
Other platforms

Solaris 9 platform
Other platforms

Solaris 9 platform
Other platforms

Check that the directory server daemon, sl apd- serverID is running. If it is not,
as root user, enter the following command to start it:

# /usr/sbin/directoryserver start
# installDir/ sl apd- serverlD/ st art - sl apd

Check that the administration server daemon, adni n- ser v is running. If it is
not, as root user, enter the following command to start it:

# [usr/sbin/directoryserver start-admn
# installDir/ start-adm n

Start iPlanet Console by entering the following command:

# [usr/sbin/directoryserver startconsol e
# installDir/ st art consol e

The Console login window is displayed. Or, if your configuration directory
(the directory that contains the o=Net scapeRoot suffix) is stored in a separate
instance of Directory Server, a window is displayed requesting the
administrator user DN, password, and the URL of the Admin Server for that
directory server.
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4.

Using the Directory Server Console

Log in using the bind DN and password of a user with sufficient access
permissions for the operations you want to perform. For example, use
cn=Di rect ory Manager, and the appropriate password.

The iPlanet Console is displayed.

Navigate through the tree in the left-hand pane to find the machine hosting
your Directory Server and click on its name or icon to display its general
properties.

To edit the name and description of your directory server, click the Edit button.
Enter the new name and description in the text boxes. The name will appear in
the tree on the left, as shown in the following figure.

Figure 1-1  The iPlanet Console

[=

Conzole  Edt  Mew Object Help

iPlanet Console

Servers and Applications

Drefault i g
et view [ Siroe Central (rousseau)  open |
E._:I,sirne.com

9 Q. rousseau red iplanet.com Server name: ISiTDE Central {roussead)

o | 53"‘_\‘5" Group i Description: Isiroe.com rnain directory
EESiroe Certral {rousseau);
ﬂ minietration Server Installation date: October 159, 2001 11:15:41 AW PDT

Server root: DR lanet\Servers

Product name: iPlanet Directary Server

Mendor: iPlanet e-commerce solutions

Mersion: 5.1

Click OK to set the new name and description.

Double-click the name of your Directory Server in the tree or click the Open
button to display the Directory Server Console for managing this directory
server.
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Navigating the Directory Server Console

The Directory Server Console provides the interface for browsing and performing
administration operations on your Directory Server instance. It always displays
four tabs from which you can access all Directory Server functionality:

= Tasks Tab

= Configuration Tab
= Directory Tab

« Status Tab

Tasks Tab

The Tasks tab is the first interface visible when opening the Directory Server
Console. It contains buttons for all of the major administrative tasks such as
starting or stopping the Directory Server as shown in the following figure. To view
all of the tasks and their buttons, you may need to resize the console window.

Figure 1-2  Tasks Tab of the Directory Server Console

Console  Edit  Mew Help

m | REaldIl TTELIUTY Sl ve]

Back Up Directory Server
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Using the Directory Server Console

You must be logged in as a user with directory manager rights in order to perform
these tasks. If you try to perform a task with insufficient rights, the console will
prompt you for the DN and password of a directory manager.

Configration Tab

The Configuration tab of the Directory Server Console provides interfaces and
dialogs to view and modify all directory settings such as those for databases,
suffixes, replication, schema, logs, and plug-ins. These dialogs are only available or
will only take effect if you are logged in as a user with directory manager rights.

The left side of this tab contains a tree of all configuration functions and the
right-hand side displays the interface specific to managing each function. These
interfaces often contain other tabs, dialogs or pop-up windows. For example, the
following figure shows the general settings for the entire directory.

Figure 1-3  Configuration Tab of the Directory Server Console
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Using the Directory Server Console

30

When you select a configurable item in the left-hand tree, the current settings for
that item will appear in one or more tabs in the right-hand pane. Depending on the
setting, some changes will take effect immediately when saved, and others not
until the server is restarted. For the explanation and behavior of these settings,
please refer to the chapter in this guide that describes each functionality.

Unsaved changes in a tab are signalled by a red mark next to the tab name.
Unsaved changes will remain on the tab even if you configure another item or
change to one of the other major tabs. The Save and Reset buttons apply to all tabs
of a given configurable item, but do not affect the unsaved settings of other items.

Most text fields will only allow you to enter values that have the correct syntax for
the setting. By default, the label of the setting and the value that you type will be
highlighted in red until its syntax is correct. The Save button will be diabled until
all settings have valid syntax. You may choose italic font for highlighting incorrect
values, or no highlighting at all, from the Misc. tab of the Edit > Preferences dialog.

Directory Tab

The Directory Tab of the console displays the directory entries as a tree for easy
navigation. In this tab, all entries and the attributes they contain can be browsed,
displayed and edited.

Figure 1-4  Directory Tab of the Directory Server Console
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Using the Directory Server Console

If the bind DN given during the login has sufficient access rights, the configuration
entries are viewed as hormal entries and may be modified directly. However, you
should always use the dialogs available through the Configuration Tab to change

the configuration settings safely.

Several options are available through the View menu to change the layout and
contents of the Directory Tab. New layout options include viewing all entries in a
single tree, including leaf entries, and also displaying attributes in the right-hand
pane. The default is to view leaf entries on the right and not in the left-hand tree.

The View>Display options enable ACI counts, role counts, and inactivation state
icons for all entries in the directory tree. In the previous figure, ACI counts and leaf
entries are displayed in the left-hand tree, and attribute values for the selected
entry are displayed in the right-hand pane.

Status Tab

The status tab displays server statistics and log messages. The tree on the left lists
all status items, and when selected, the contents of each is displayed in the
right-hand pane. For example, the following figure shows a table of log entries.

Figure 1-5  Status Tab of the Directory Server Console
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32

Viewing the Current Bind DN From the Console

You can view the bind DN you used to log in to the Directory Server Console by
clicking the login icon in the lower-left corner of the display. The current bind DN
appears next to the login icon as shown here:

Logged in &= vid=bjensen, ou=P eople, do=siroe, do=com

Changing Login ldentity

When you create or manage entries from the Directory Server Console, and when

you first access the iPlanet Console, you are given the option to log in by providing
a bind DN and a password. This identifies who is accessing the directory tree and

determines the access permissions granted to perform operations.

You can log in with the Directory Manager DN 